POPIA Privacy Policy

Last Updated: June 2025

RubiBlue Information Technology (Pty) Ltd (“RubiBlue”, “we”, “our”, or “us”) is committed to protecting
your personal information and upholding your privacy rights under the Protection of Personal
Information Act 4 of 2013 (POPIA), as well as other applicable privacy laws. This policy explains how
we collect, use, share, and protect your personal information when you use our services or engage with
our platforms.

1. Who We Are

RubiBlue is a South African-based technology solutions provider that offers secure, scalable platforms
and services to clients across various sectors. As part of our service delivery, we may process personal
information, both our clients’ and the information they entrust to us.

2. Scope
This Privacy Policy applies to:

e Visitors to our website;

e Clients who use our IT or SaaS services; and

¢ Any individual whose personal information we process in connection with the provision of our
services to our clients.

3. How We Collect and Use Personal Information
We collect personal information in the following ways:

o Directly from you (e.g., when you contact us, register for services, or log into our platforms).
o Through our clients (as an Operator), where we process data on their behalf.
e Automatically, through our systems and website.

Information We May Collect:

Contact details (e.g., name, email address, phone number).

Identification details (e.g., ID numbers, company registration numbers).
Billing and payment details.

User data from our platforms (e.g., captured policy data, distribution lists).
Technical information (e.g., IP address, browser type).

4. Legal Basis for Processing

We only process your personal information where:



We have your consent;

It is necessary for the performance of a contract;

It is required by law; or

Itis in our or a third party’s legitimate interest and does not override your rights.

5. Purpose of Collection
We collect and use your personal information for the following lawful purposes:

To provide you with our IT and Saa$S services.

To process transactions and manage your account.

To communicate with you regarding service updates or support.
To comply with legal and regulatory requirements.

To improve our services and enhance user experience.

To market related services (with your consent, where required)

6. Your Rights Under POPIA
You have the right to:

Access the personal information we hold about you.

Correct or update your personal information.

Request the deletion of your information (subject to legal and contractual limits).
Object to or restrict certain forms of processing.

Withdraw your consent (where applicable).

Lodge a complaint with the Information Regulator.

In terms of Section 24 of the Protection of Personal Information Act (POPIA), any request to
access, correct, delete, or destroy personal information must be submitted using Form 2, as
prescribed in the POPIA Regulations.

Form 2 (Regulation 3(2)) is available on our website at www.rubiblue.co.za and must be
completed and submitted as instructed.

To exercise any of these rights, please contact us using the details below:
@i Email: compliance@rubiblue.co.za or support@easipol.co.za
t. Phone: +27 (0) 861 48 4899 or +27 (0) 105 91 5588

7. Data Security and Protection

We implement robust technical and organisational measures to protect personal information against
loss, unauthorised access, or misuse. These include:

Encryption of data in transit and at rest;

Firewalls and intrusion detection systems;

Role-based access control,;

Regular staff training on data privacy and cybersecurity;
Physical security at all data centres and office locations; and
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o Secure backup and disaster recovery procedures.

8. Data Retention

We only retain personal information for as long as necessary for the purposes it was collected, or as
required by law or contractual agreements.

e Live data is deleted 30 days after termination of service.
e Backups are retained for up to 180 days, depending on the backup type.
e Some data may be retained for up to 5 years for compliance purposes.

Once no longer needed, your data will be securely destroyed or anonymised.

9. Data Sharing and Third Parties
We do not sell or rent your personal information. However, we may share it with:

Our employees or authorised service providers under strict confidentiality agreements;
Regulatory bodies or law enforcement agencies, where required by law;

Our clients, when acting as a data processor (Operator); or

Third-party platforms used to deliver our SaaS or IT services (e.g. cloud hosting providers,
payment gateways).

If we transfer personal information outside South Africa (e.g., for cloud hosting), we will ensure the
recipient is subject to laws, agreements, or corporate rules that provide adequate protection as required
by POPIA.

10. Cookies and Website Tracking

We use cookies and similar technologies to enhance user experience and analyse web traffic on our
website. By using our website, you consent to the use of cookies as outlined in our Cookie Policy. You
can manage your cookie preferences through your browser settings.

11. Data Breaches
In the event of a data breach that may compromise your personal information:

e You will be notified promptly if there is a risk to your rights.
o We will take immediate steps to contain and investigate the breach.
e If necessary, we will notify the Information Regulator of South Africa.

12. Contact Us



If you have any questions about this Privacy Policy or your personal information, please contact our
Information Officer or Deputy Information Officer:

Information Officer: Chris Ogden
Deputy Information Officer: Henk Olivier

@i Email: compliance@rubiblue.co.za
t. Phone: +27 (0) 861 48 4899 or +27 (0) 105 91 5588
© Address: 24 Peter Place, Lyme Park, Sandton, 2191, South Africa

13. Policy Updates

This policy may be updated to reflect changes in law or our business practices. Material changes will
be communicated via email or our platform. Continued use of our services after such changes will
constitute your acceptance of the updated policy.
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